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Attorney Docket No.: 2207/10130 

What is Claimed is; 

1 . A method of identifying an errant process in a computer system, the method 
comprising: 

detecting an error; 

storing a physical address of an errant process that caused the error; 

storing an execution instruction pointer (IP) in an interruption instruction pointer (HP); 

determining a first virtual address from an operating system mapping table; 

determining a second virtual address from a translation look-aside buffer; and 

identifying the errant process, if the physical address and the second virtual address 
match the physical address and the first virtual address. 

2. The method of claim 1, further comprising: 

determining whether the physical address of the physical memory location is knov^n; 

determining in which code section the errant process is located, if the physical memory 
location is known; 

resetting the processor, if the physical memory location is in one of a critical section and 
an unknown section of the code; and 
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7 teraiinating the errant process based on a level of sharing of the physical memory location 

8 and whether the IIP associated with the errant process is precise, if the physical memory location 

9 is in a non-critical section of the code. 

1 3 . The method of claim 2, said terminating the errant process based on a level of 

2 sharing of the physical memory location and whether the IIP associated with the errant process is 

3 precise, comprising: 

4 determining whether the physical memory location is one of a global, a shared and a 

5 private physical memory location; 

6 determining whether the IIP associated with the errant process is precise; 

7 terminating the errant process, if the physical memory location is global and the IIP is 

8 precise; and 

9 resetting the processor, if the physical memory location is global and the HP is imprecise. 

1 4. The method of claim 2, said terminating the errant process based on a level of 

2 sharing of the physical memory location and whether the IIP associated with the errant process is 

3 precise, comprises: 

4 determining whether the physical memory location is one of a global, a shared and a 

5 private physical memory location; 
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6 determining whether the IIP associated with the errant process is precise; 

7 terminating the errant process, if the physical memory location is shared and the IIP is 

8 precise; and 

9 determining whether the physical address can be used to indicate the errant process, if the 

10 physical memory location is shared and the IIP is imprecise; and 

1 1 terminating the errant process, if the physical address can be used to indicate the errant 

12 process; otherwise, resetting the processor. 

1 5. The method of claim 2, said terminating the errant process based on a level of 

2 sharing of the physical memory location and whether the IIP associated with the errant process is 

3 precise, comprises: 

4 determining whether the physical memory location is one of a global, a shared and a 

5 private physical memory location; 

6 determining whether the IIP associated with the errant process is precise; 

7 terminating the errant process specified by the precise IIP, if the physical memory 

8 location is private and the IIP is precise; and 

9 determining whether the physical address can be used to indicate the errant process, if the 
10 physical memory location is private and the IIP is imprecise; 
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1 1 tenninating the errant process, if the physical address can be used to indicate the errant 

12 process; otherwise, resetting the processor. 

1 6. The method of claim 1, said storing the physical address of the errant process that 

2 caused the error comprising: 

3 storing the physical address of the errant process in a memory register. 

1 7. The method of claim 1 , said determining the first virtual address from the 

2 operating system mapping table comprising: 

3 finding a physical address entry in the operating system mapping table that matches the 

4 physical address; and 

5 reading the first virtual address from the matching physical address entry, if the matching 

6 physical address entry is found. 

1 8, The method of claim 1, said determining the second virtual address from the 

2 translation look-aside buffer comprising: 

3 finding a physical address entry in the translation look-aside buffer that matches the 

4 physical address; and 
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5 reading the second virtual address from the matching physical address entry, if the 

6 matching physical address entry is found. 

1 9. The method of claim 1 said execution instruction pointer comprises: 

2 an instruction pointer that existed at the time the error is detected. 

1 10. The method of claim 1, said operating system mapping table comprises one of: 

2 a buffer; and 

3 a cache array. 

1 1 1 . A machine-readable medium having stored thereon a plurality of executable 

2 instructions, the plurality of instructions comprising instructions to: 

3 detect an error; 

4 store a physical address of an errant process that caused the error; 

5 store an execution instruction pointer (IP) in an interruption instruction pointer (IIP); 

6 determine a first virtual address from an operating system mapping table; 

7 determine a second virtual address from a translation look-aside buffer; 



17 



Attorney Docket No,: 2207/10130 

8 identify the errant process, if the physical address and the second virtual address match 

9 the physical address and the first virtual address. 

1 12. The machine-readable medium of claim 1 1, further comprising instructions to: 

2 determine whether the physical address of the physical memory location is known; 

3 determine in which code section the errant process is located, if the physical memory 

4 location is known; 

5 reset the processor, if the physical memory location is in one of a critical section and an 

6 unknown section of the code; and 

7 terminate the errant process based on a level of sharing of the physical memory location 

8 and whether the IIP associated with the errant process is precise, if the physical memory location 

9 is in a non-critical section of the code. 

1 13. The machine-readable medium of claim 12, said terminate the errant process 

2 based on a level of sharing of the physical memory location and whether the Iff associated with 

3 the eirant process is precise instruction comprising instructions to: 

4 determine whether the physical memory location is one of a global, a shared and a private 

5 physical memory location; 

6 determine whether the HP associated with the errant process is precise; 
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terminate the errant process, if the physical memory location is global and the IIP is 
precise; and 

reset the processor, if the physical memory location is global and the HP is imprecise. 

14. The machine-readable medium of claim 12, said terminate the errant process 
based on a level of sharing of the physical memory location and whether the nP associated with 
the errant process is precise instruction comprising instructions to: 

determine whether the physical memory location is one of a global, a shared and a private 
physical memory location; 

determine whether the IIP associated with the errant process is precise; 

terminate the errant process, if the physical memory location is shared and the IIP is 
precise; and 

determine whether the physical address can be used to indicate the errant process, if the 
physical memory location is shared and the IIP is imprecise; and 

terminate the errant process, if the physical address can be used to indicate the errant 
process; otherwise, reset the processor. 
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1 15. The machine-readable medium of claim 12, said terminate the errant process 

2 based on a level of sharing of the physical memory location and whether the IIP associated with 

3 the errant process is precise instruction comprising instructions to: 

4 determine whether the physical memory location is one of a global, a shared and a private 

5 physical memory location; 

6 determine whether the IIP associated with the errant process is precise; 

7 terminate the errant process specified by the precise IIP, if the physical memory location 

8 is private and the IIP is precise; and 

9 determine whether the physical address can be used to indicate the errant process, if the 

10 physical memory location is private and the IIP is imprecise; 

1 1 terminate the errant process, if the physical address can be used to indicate the errant 

1 2 process; otherwise, reset the processor. 

1 16. The machine-readable medium of claim 1 1 , said store the physical address of the 

2 errant process that caused the error instruction comprising an instruction to: 

3 store the physical address of the errant process in a memory register. 

1 17. The machine-readable medium of claim 1 1, said determining the first virtual 

2 address from the operating system mapping table instruction comprising instructions to: 
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3 find a physical address entry in the operating system mapping table that matches the 

4 physical address; and 

5 read the first virtual address fi-om the matching physical address entry, if the matching 

6 physical address entry is found. 

1 18. The machine-readable medium of claim 1 1, said determine the second virtual 

2 address from the translation look-aside buffer instruction comprising instructions to: 

3 find a physical address entry in the translation look-aside buffer that matches the physical 

4 address; and 

5 read the second virtual address from the matching physical address entry, if the matching 

6 physical address entry is found. 

1 19. The machine-readable medium of claim 1 1, said store the execution instruction 

2 pointer in the interruption instruction pointer instruction comprising an instruction to: 

3 store an instruction pointer that existed at the time the error is detected in the interraption 

4 instruction pointer. 
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20. A cx)mputer system, comprising: 
a processor; 

a system memory coupled to the processor; and 

a machine-readable medium coupled to the processor, said machine-readable medium 
having stored thereon a plurality of executable instmctions, the plurality of instructions 
comprising instructions to: 

detect an error; 

store a physical address of an errant process that caused the error; 

store an execution instruction pointer (IP) in an interruption instruction pointer (DP); 

determine a first virtual address from an operating system mapping table; 

determine a second virtual address from a translation look-aside buffer; 

identify the errant process, if the physical address and the second virtual address match 
the physical address and the first virtual address. 

21 , The computer system of claim 20 further comprising: 

an errant process physical address register, said errant process physical address register 
being configured to receive and store the physical address of the errant process that caused the 
error. 
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1 22. The computer system of claim 20 further comprising: 

2 a mapping table, said mapping table being configured to maintain a mapping between all 

3 virtual addresses and all physical addresses in the computer system so that each virtual address is 

4 mapped to one physical address. 

1 23 . The computer system of claim 22, wherein the mapping table is implemented as 

2 one of: 

3 a buffer, and 

4 a cache array. 

5 24. The computer system of claim 20 further comprising: 

6 a translation look-aside buffer (TLB), said TLB being configured to store physical 

7 addresses. 

1 25 . The computer system of claim 24, the TLB further being configured to store 

2 second virtual addresses associated with the physical addresses. 
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1 26. The computer system of claim 24 further comprising: 

2 a firmware component, said firmware component being configured to provide the 

3 physical addresses stored in the TLB. 

1 27. The computer system of claim 25, said firmware component further configured to 

2 provide the second virtual addresses stored in the TLB. 

1 28. The computer system of claim 20, said machine-readable medium comprising: 

2 a non-volatile memory. 
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